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February 2023

What Is the CMMC 2.0?
e The CMMC isthe Cybersecurity Maturity Model Certification.
e Thisis the Department of Defense’s (DoD) response to having the Defense Industrial Base (DIB) inthe U.S.
continuously hacked!
e Inthe past we could all self-attest to good cybersecurity practices but notany more! Now most of us have to
getcertified!

What Are the Changes in CMMC 2.0?

e Firstthing’sfirst.... CMMC 2.0 is still not 100% ready but it’s goinglive in May 2023 with two phases (aka
some of this could be subjectto change so make sure to check back)

o The Levelsof CMMC attestation have changed. There are now 3 levels.

e Under “certain limited circumstances” you may now be able to become certified without havingall controls
in place (aka Plan of Action and Milestones also known as POA&M:s.)

e Waiversfromthe DoD can alsobeissued “underlimited circumstances.”

e There are now incentives for companies who voluntarily go through third party assessments though those
incentives haven’t been fully explained yet.

e Basically, CMMC 2.0 isa bit more flexible but still stringent.

Is The CMMC Required for My Business?
e Yes,ifyou wishtodo business withthe DoD or many of theircontractors.
e Withouta certification (or possibly self-attestation), most DoD Contracts will not be available to you thus
limiting your potential revenuefrom these types of contracts.
e As mostbusinesses are actually subcontractorsinthe DoD supply chain, this could also be potentially
harmful to your existing relationships with DoD CMMC certified contractors who are required to use CMMC
certified subcontractors for DoD work.

What Level of CMMC Certification is Right For My Business?
e As mentioned before, there are three levels of certification.
e Asmostbusinesses are subcontractorsto Prime Contractors, the goal of yourbusinessisto be able to
handle and secure the Controlled Unclassified Information (CUI) thatis given to you by the prime.
e Inorderto handle CUland be available forthe majority of DoD contracts, as a subcontractor, the required
CMMC certificationis Level 2and should be the target of yourbusiness.
e Pollingofthe Defenselndustrial Base showsthat over 90% of businesses will achievea Level 2 certification.
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How Much Does a CMMC Implementation Cost?
e Aseachbusinessisdifferentthereisnosetcost buthow we typically calculate an estimatetakesinto
account the following factors (plus others):
o Thesize of the organization (the more employees the more cost for hardware, software etc).
o The current defensive posture of the organization. Forexample, if acompany has 90% of the
controls alreadyin place their costis muchlessthan a company with only 20%.
e Costscan range from $20,000 to $200,000 or more depending onthe above factors, as well as others. (This
doesn’t coverthe official certification assessment orinternal assessments prior to the official .)
e Expectthiscost to be spread out between multiple fiscal quarters but no more thantwo years.
o Theheaviestcoststendtobe in hardware and software as well as policy writing, whichisa CMMC
requirement. Also, labor forimplementation as well can be costly.
e OQutside of this cost would be the initial cybersecurity assessment to get your CMMC project started. Those
can range from $15,000 - $40,000 or more for most businesses.

Given These Potential Costs, Should My Company Stop Working with The Dept. of Defense?
e There are multiplefactorsto considerwhen choosingto give up this source of revenue. Some things to
consider:

o Thegrowth strategy of your company. If you were planning to expandinto DoD work or grow other
business with general or prime contractors, thena CMMC certification may be worthiit.

o You have the potential to lose “favored” status with your general or prime contractors. These large
contractors will findit’'s easierto simply use a CMMC certified subcontractorforall kinds of work
since they are flexible enough todoit.

o A CMMC certificationalso gives you an edge in marketingand sales!

e Honestly, CMMC certificationisn’tforevery company butgivingup arevenue stream shouldn’t be taken
lightly!

My Company Works with Other Gov't Agencies but Not the DoD. Should We Care About The
CMMC?

e Yes!While the CMMC was created for the DoD, it’s now beingadopted by otheragencies such as the
Department of Homeland Security.

e The Cybersecurity community predicts that the U.S. Government willactually accelerate the adoption of the
CMMC into otheragencies and departments within the next decade which would then make ita
requirement for contractors and subcontractors outside of the DoD Supply Chain.

e State, countyand municipal governments are also expected to adopt and force cybersecurity standards on
theirlocal contractors within the next decade as well. Small governmentisaserious and growing target that
isbeingaddressed.

| Partially Subcontract Out My DoD Work to Other Subcontractors. How Does This Affect Me?
e CMMC isrequiredforany entity that will handle Controlled Unclassified Information (CUI) as part of their
contract.
e Your subcontractors, if they are handling the CUI your business was issued by another contractor, also need
a CMMC Level 2 certificationas well.
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This affects the entire DoD Supply Chainsoif your subcontractors decide to subcontract part of their work
out, those sub-subcontractors need CMMC Level 2 certification.

Any 1099 workersthat will handle CUI needto gothrough your company’s CMMC approved Cy bersecurity
Awareness Trainingtoo.

My Computer Network Is a Hybrid On-Premise and Cloud. What Do | Need to Know About for
This Situation?

The standards for handling Controlled Unclassified Information (CUI) are agnosticto the platforms you use,
meaning all platformsin use mustadhere to CMMC standards foryour business to obtain certification.
Example: The server(s) in your office must meet encryption, logging, threat detection and other standards
beforeitcan be certified for CMMC use.

Example: Yourcompanyis usinga third-party database providerintothe cloud to store CUIL. They must be
able to prove they are a FedRAMP Moderate certified Cloud Service Provider (CSP) undertheirown
corresponding standard (known as DFARS 252.204-7012.)

Your cloud providers may have a “Government” option for your businessto migrate toin orderto make it
easiertocomply!

How Do | Start with the CMMC!?

First things first, make sure to registeryourself with the federal government as a DIB corporation viathe
Supplier Performance Risk System or SPRS.

Go througha NIST800-171 overviewassessmentto understand where you are inrelationtoachievingthe
Level 2 certification.

Begin planning forthose changesand upgrades. Remember, ideally keep this project unde r 8fiscal quarters
or 2 years.

On The Cybersecurity Side, What Are Some Things We Should Look Out For?

Rememberthat no matterwhere your CUI data residesit has beensecured tothe CMMC standard which
means implementing encryption, logging, permissions, monitoringand more!

Your company will have to migrate to FedRAMP Moderate/DFARS 7012 compliant cloud solutions. (e x.
Office 365 needs to move to Microsoft’s GCC version of Azure)

Due to cost and complexity, you can also consider creating an Enclave Solution, which segments off the
CMMC complianttechnology fromthe rest of yourinfrastructure.

Core CMMC Cybersecurity Tools

Role Based Awareness Training for ALLemployees

Multiple types of backups!

Next Generation Firewalls

Endpoint Detection Response platforms

Cloud based Spam Filtering

Identity Management

Digital Rights Management (DRM) / Data Loss Prevention (DLP)

Good network control policies like passwords, PowerShell, access, MFA etc
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e Live Security Monitoring, Remote Managed Monitoring, Mobile Device Management, Dark Web Monitoring
e Contingency Planningalongwith an Information Security Policy with supplemental policies and procedures

e Compliance Management Platform for organization of documentation and evidence of CMMC controls

About Nick Espinosa

Chief Security Fanaticat Security Fanatics
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Keep Up with the latest in Cybersecurity at:

v https://twitter.com/NickAEsp

EI https://www.facebook.com/securityfanatics

in| https://www.linkedin.com/company/securityfanatics
http://www.securityfanatics.com
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